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O exemplo de configuracdo representa os passos necessarios para a configuragdo do
método de autenticagdo 802.1x/EAP-PEAP para o sistema operativo Windows Vista

(versdo Portugués/Inglés).

e 1) Abrir as ligacdes de rede a partir da sequéncia de botdes:

Iniciar / Painel de controlo / Centro de rede e partilha.
Start Button / Control Panel / Network and Sharing Center.
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e 2) Execute a operagdo "Gerir redes sem fios" / "Manage Wireless Networks":
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alio add or remave febwork profiles,

T see nctworks that use a different wineless nebwork adapter, click Change adapter below.

llal Add = Remowe "‘ Move up * Movedown 5§ Change adapter .ﬁ Adopter properties & Profiletypes. o 'a
Hstworks youl can view and .mudif}' ) P
| BT-WIF Sagumitye: Urapcored Typk Ay Fuppon e AiEciEtically Ce.. F,
i ¥ |

‘Il el ety B2 1x Type Any sUppoTted Autoenaticalhy con..,

hegral Pecdile nasmes hogtd tcde: Manually connect

T i
h Secuity type BIEIx
- 4 Fedio type Any supported

Nucleo de Informatica - Campus da Penteada, 22 Andar, Sala 32




Nucleo de Informatica da Universidade da Madeira

3) Execute a operacao "Adicionar" / "Add" e serd apresentado o didlogo:

e o1l Manually connect to a wireless network: - m=

=

How do you want to add a network?

St Add a network that is in range of this computer

to one. Once you connect, a profile for the nebwork is saved on your computer.

TS This shows you a list of netwarks that are currently available and lets you cannect

ottt

security key {if applicable).

M Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

4 This creates 3 new network profile or locates an edsting network and saves a profile
far the network on your computer. You need to know the network name (55100 and

| Cancel

4) Execute a op¢ao "Ligar manualmente a uma rede sem fios" / "Manually create
a network profile" e efectue a configuracdo da ligacdo conforme apresentado a

seguir:

T

@l Al hanuglly connect to 3 windess netwark’

Enter information for the wireless network you want to add

Metwark neme: eduroam

Security type ll“i‘Fﬁ-—Ean‘l‘iH T|
Emcry pticn type: i‘l!l@ 'ri
Seguiity KenPaidphense | | [gptay charactiars

) Sawe this mgbwerk for all users of this compuzar
& Save this network for mecnly
o Siart this conmection sutomaticaly
[Tl Cannect even if the network is not beoadeasting
Warning: i yow sebect this apticn, yeur compider’s privacy might be at risk.

_Nea | [ Cancet

1. Introduza no
campo " Nome de
rede (SSID):"/"
Network name
(SSID):" o valor
eduroam.

2. Seleccione em
"Tipo de
Seguranga"/"Security
type" a op¢do: WPA-
Enterprise

3. Na opcao "Tipo de
Encriptacao de
dados" / "Encryption
Type" seleccione a
opgao TKIP.
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5) Pressione o botao "Seguinte" / "Next" e sera efectuado o registo da nova
configuracdo. E altura de configurar os parametros de seguranca da nova
ligacdo. Pressione "Alterar defini¢des de ligacao" / "Change connection

Settings".

bl A Manually connect to 3 wireless nebwork

Successfully added eduroam

=+ Connect to..

Open the "Conneet to & nebwerk” dialog so ] can connect

i O hnme oo

Open the connection properties so that 1 can change the settings.

| close |

6) No novo didlogo apresentado, no separador "Ligacao" / "Connection"

seleccione as primeiras duas opgoes:

egurcam Wireless Metwork properties. ﬁ

edurcam Wireless Metwork properties ﬁ

Mare: echraanm
S50 eduraam
P bk Type! ACCess point

Mebwork Avadsbiiby: M= orly

[ Cormect to & more preferred network i svalabls
[ Cornect evenif the reboork i not broadossbog

[ Comeeion| secry |

srtveees (i

Enmyphon tpe: | TKIE -

Choose a network authentication methed;
\ B PGP Tif |Setinon iy

[.J-nghhguwhformbunfarmewtfw:m
= to this neswork
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No separador "Seguranca" / "Security", confirme que est4 seleccionado o método de
autenticacdo "EAP protegido (PEAP)" / "Protected EAP (PEAP)".

A opcdo "Informacdes de utilizador na cache para ligagdes futuras a rede" / "Cache user
information for subsequent connections to this network" permite que sejam gravadas as
suas credenciais de autenticacdo no seu sistema de forma a que nado tenha a necessidade
de introduzir o seu username/password sempre que seja necessario ligar-se a rede que
esta a configurar (eduroam).

e 7) No dialogo de propriedades do " EAP protegido(PEAP)" / "Protected
EAP(PEAP)", agora apresentado, devera desligar a opc¢ao "Validar certificado
do servidor" / "Validate server certificate", confirmar omodo de autenticacao
"Protegido por palavra-passe (EAP-MSCHAP v2)" / "Secured password (EAP-
MSCHAP v2)". Apds a verificacdo destes dados, pressione o botao "Configurar"
/ "Configure" para o proximo passo.

Protected EAP Properties %

When connecting:

[Tvalidate server certificate:

[} AddTrust Externz -
[7] class 3 Public Primary Certification Authority '.
[7] coMoDo Certification Authority

[ Entrust.net Secure Server Certification Autharity

[ Equifax Secure Certificate Authority

[ Equifax Secure Global eBusiness CA-1

[ eu -
= =

servers or trusted

Select Authentication Method:

Secured password (EAP-MSCHAR v2) Vl [ Configure. .. ]
[#] Enable Fast Reconnect
[ Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLV |

[ OK J[ Cancel J
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e 8) Na janela de propriedades "EAP-MSCHAP v2", agora apresentada devera
desligar a op¢ao "Utilizar automaticamente o nome de inicio de sessdo e a
palavra-passe do Windows (e dominio se existente)" / "Automatically use my
Windows logon name and password (and domain if any)".

EAP MSCHAPVZ Properties S

Yihen connecting:

D?ﬂu.rtumaticalhr use my Windows logon name and
password (and domain i any).

| ok || Ccancel |

= s

e 9) Complete os ultimos passos da configuracao pressionando o botao "OK".

e 10) De volta a janela anterior, ¢ altura de executar a op¢do "Ligar a..." /
"Connect to...":

b vl Manually connect to a wireless network
Successfully added eduroam
<+ Connect to...
Open the "Connect to & nebwork” dialog o ] can connect
* Lha COR T25% j
Dpenthe connection properties so that 1 can change the settings.
[ Close J
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e 11) Na janela apresentada, verifique se a rede "eduroam" esta disponivel,
seleccione essa entrada e pressione o botao "Ligar" / "Connect".

S B Connect to a netwerk

Select a network to connact to

Show | All v &
Wireless Metwork Connection ) ﬁ | =
_E_' edurcam Security-enabled network 555!} E
E‘t el Security-enabled network n'ﬂ:lljl i_
I-EI.‘. Paulo 2 Security-enabled network ﬂ}_ﬁ

Sef up & conmection or network
Open Metwork and Shanng Center

[ Connect H Cancel

o 12) Sera necessario introduzir as suas credenciais de utilizador da uma. para
poder aceder a esta rede. Execute um "click" no baldo que lhe é apresentado.

A Warning
@ Informat

@ Informat
& Warning

ik Additional information is required to connect to eduroam.

21 = Click to provide additional information and connect

tec Livellpdate

¥l CF o) %Warning 07-5ep-2007  11:56:04 ... MSFTPS

12:48 PM T
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13) Apos a inser¢do correcta das credenciais, o acesso através de 802.1x/PEAP na rede
wireless eduroam fica activa.
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